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Motivation: Block Ciphers – Pseudorandom Permutations
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Motivation: Block Ciphers – Strong Pseudorandom Permutations
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Cryptanalysis

Block Ciphers get broken!



Weak Block Ciphers
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Security Amplification

ε-PRP negl-PRP

efficient construction



Cascades of Block Ciphers
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Conclusions

Final Remarks

I Bounds are tight

I New technique based on interactive Hardcore Lemma
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