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Formalizing Secure Communication

Communication between two entities as a system:

channel




Formalizing Secure Communication

Communication between two entities as a three-party system:

[Security described by E—interface.]
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Insecure Channel Authenticated Channel Secure Channel
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Protocols: Constructing “More Secure” Channels
Example (Encryption):

ﬁ
enc\ dec
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Constructing a secure from an authenticated channel:

encrypt
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Malleability and Authenticate-then-Encrypt
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Malleability and Authenticate-then-Encrypt

transform message
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transform channel

» Encryption directly applied to the insecure channel.
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confidential/malleable E F(m)

________________________

» Encryption directly applied to the insecure channel.
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General model for malleability:

confidential/malleable

f(m)

» transformation describes malleability of the scheme,
» non-malleability [DDNOO, BNOO] is a special type,
» possible to capture less restricted types of malleability.

» Encryption directly applied to the insecure channel.
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» Encryption directly applied to the insecure channel.
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» Encryption directly applied to the insecure channel.
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Encryption directly applied to the insecure channel.

v

Describe explicit restriction on the malleability.

v

Generic proof for AtE with such schemes.

v

Schemes from TLS are sufficient.
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Previous view [BNOO, Kra01]:
» AtE not “generically” secure!

Our analysis suggests a different view:
» AtE is “generically” secure, but
» Enc » stricter security notion for encryption.

» Describe explicit restriction on the malleability.

v

Generic proof for AtE with such schemes.

v

Schemes from TLS are sufficient.



Thanks!
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