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What is an affine RSA forgery?

σ(m)= μ(m)d=(P+m)d mod N

Importance: this tells us how malleable the RSA function is.

P m
A thread of papers starting in the 1980s, improved the ratio

between the sizes of P and N.

Current record: If P is about 2/3 the size of N then polynomial
time forgery is possible.
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New Result

Let n be a modulus of size k bits.

We have a polynomial time forgery for the shifted equation:

(P+x)(P+2k/4y)=(P+z)(P+2k/4w) mod N

Where x,y,z,w are all of size k/4 bits
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(P+x)(P+2k/4y)=(P+z)(P+2k/4w) mod N
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(P+x)(P+2k/4y)=(P+z)(P+2k/4w) mod N


P 2-k/4 (x-z+2k/4(y-w))=wz-xy mod N
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(P+x)(P+2k/4y)=(P+z)(P+2k/4w) mod N


P 2-k/4 (x-z+2k/4(y-w))=wz-xy mod N

Write P 2-k/4 =A/B as a modular ratio of two k/2 bit numbers.
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(P+x)(P+2k/4y)=(P+z)(P+2k/4w) mod N


P 2-k/4 (x-z+2k/4(y-w))=wz-xy mod N

Write P 2-k/4 =A/B as a modular ratio of two k/2 bit numbers.

Identify A=wz-xy and B=x-z+2k/4(y-w)
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(P+x)(P+2k/4y)=(P+z)(P+2k/4w) mod N


P 2-k/4 (x-z+2k/4(y-w))=wz-xy mod N

Write P 2-k/4 =A/B as a modular ratio of two k/2 bit numbers.

Identify A=wz-xy and B=x-z+2k/4(y-w)

“read” that y-w=H is the MSB of B and that x-z=L is the LSB of B!“read” that y-w=H is the MSB of B and that x-z=L is the LSB of B!
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(P+x)(P+2k/4y)=(P+z)(P+2k/4w) mod N


P 2-k/4 (x-z+2k/4(y-w))=wz-xy mod N

Write P 2-k/4 =A/B as a modular ratio of two k/2 bit numbers.

Identify A=wz-xy and B=x-z+2k/4(y-w)

“read” that y-w=H is the MSB of B and that x-z=L is the LSB of B!“read” that y-w=H is the MSB of B and that x-z=L is the LSB of B!

Substitute x and simplify:
A=wz-(L+z)y  A=(w-y)z-Ly  A=Hz-Ly
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(P+x)(P+2k/4y)=(P+z)(P+2k/4w) mod N


P 2-k/4 (x-z+2k/4(y-w))=wz-xy mod N

Write P 2-k/4 =A/B as a modular ratio of two k/2 bit numbers.

Identify A=wz-xy and B=x-z+2k/4(y-w)

“read” that y-w=H is the MSB of B and that x-z=L is the LSB of B!“read” that y-w=H is the MSB of B and that x-z=L is the LSB of B!

Substitute x and simplify:
A=wz-(L+z)y  A=(w-y)z-Ly  A=Hz-Ly
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Solve mod H to find y. Solve mod L to find z



(P+x)(P+2k/4y)=(P+z)(P+2k/4w) mod N


P 2-k/4 (x-z+2k/4(y-w))=wz-xy mod N

Write P 2-k/4 =A/B as a modular ratio of two k/2 bit numbers.

Identify A=wz-xy and B=x-z+2k/4(y-w)

“read” that y-w=H is the MSB of B and that x-z=L is the LSB of B!“read” that y-w=H is the MSB of B and that x-z=L is the LSB of B!

Substitute x and simplify:
A=wz-(L+z)y  A=(w-y)z-Ly  A=Hz-Ly
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Solve mod H to find y. Solve mod L to find z
Using z find x. Using y find w.
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Second New Result

We have a fast subexp forgery for the equation:

(P+x)(P+y)=(P+z)(P+w) mod N

Where x,y,z are all of size k/4 but w is is of size 3k/8

This is based on a completely different technique.

Complexity = pull a factor of size k/8 out of a number of size 3k/8.

Quite technical, uses rational approximation and then LLL.

Come and one of us if interested.


